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1. How to start

1 HOW to start Emergency Boot Kit version 1.7 (64-bit UEFI)

Registered to: User Mame
Email: usernanefexample . con

After booting, Emergency Boot Kit displays its main
menu.

To start Windows 10/11 Privacy Enablement Center,
press the F7 key or click mouse on Privacy
enablement centerline.

Emergency Boot Rit
ile manager
Windows assword wizard
Registry efrag
R gistry editor
ount & boot center

artitisi manayer




Emergency Boot Kit User Guide
Windows 10/11 Privacy Enablement Center
2. About Windows 10/11 Privacy Enablement Center

2. About Windows 10/11 Privacy Enablement Center

All wizards share the same user interface design principles:

1. To open next wizard page, click Next> button.
2. To return to previous wizard page, click <Back button.
3. To cancel (exit wizard without applying changes), click Cance button.
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3. Windows 10/11 Privacy Enablement Center pages
3.1. Loading Page

3. WindOWS 10/11 Privacy Emergency Boot Kit version 1.7 (b4-bit UEFI)
Enablement Center pages Brails " uScrmancecxample con

3.1. Loading Page

Just after starting the Privacy Enablement Center
you should see message like one shown on the
screenshot. It will automatically disappear after a few
seconds.

Windows 10-11 Privacy Enablement Center
| Scamming local disks for Windows 10-11 installations, please wait...
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3.2. OS Selection Page

3.2. OS Selection Page

If your PC has multiple Windows 10/11 installations,
then a list of all Windows 10/11 installations will be
displayed.

Please select Windows 10/11 installation you are
going to enable privacy for, using 1 and | keys, and
click the Next> button.

If there is only one Windows 10/11 installation on
your PC, then this wizard page is not displayed
(EmBootKit Windows Privacy Enablement Center
automatically skips it to the next page).

Emergency Boot Kit version 1.7 (64-bit UEFI)

Registered to: User Mame
Email:

username@example.com

Select 0S5

Please select your Windows 10-11 installation:

Disk

Disk Size

03

Installation Date

E:

124 G

Windows 10

2b Jul 2022

[ Next > 1 [ Cancel 1
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3. Windows 10/11 Privacy Enablement Center pages
3.3. Privacy Enablement Center Installation Page

3 3 Privacy Enablement Center Emergency Boot Kit version 1.7 (64-bit UEFI)
Installation Page Registered to: User Mame
Email: username@example.com

There are two types of privacy improvements you can
enable independently: Windows 10-11 Privacy Enablement Center: Installation

. . . . [x] Politely ask Microsoft Windows 10-11 to phone hone less
1. Prlvacy tweaks in Windows Rengtry- These are Whether Microsoft honours your desire for privacy depends on their gooduwill

officially documented by Microsoft and by
vendors of third party tools. These registry

[x] Install privacy enhancing DNS proxy to selectively block various types of
potentially unwanted Windows network activity:

options are supposed to make Windows 10/11 Windous builtins - Separate products
i i [x]1 Telemetry [x]1 Cortana and Speech API
phon? home less. In our tl’affI.C recordlng [x]1 Windows Update [x] XBox, Zune and Groouve
experlments, they reQuced Windows 10/11 [x]1 MS Defender and SmartScreen [x] Cloud Graphics Apps
background connections, though they don’t Exi ﬁ}ugd Lugunhﬁﬂﬁgrjff_lnri}lment Exi :g Eds{? .
H H H H b IMNAoOWs us OLl1r1Ccaction X a [
ellmlnate such gonnectlons entlrely. . . Ix1 Windows Store [x1 Skuype
2. Privacy Enhancing DNS Proxy. This lightweight [x1 Parental Control [x1 OneDrive
service can block certain types of Windows 10/11 D1 1S Licensing Dxl 1S Dffice 365
network activity, based on your preferences. - Miscellaneous

[x]1 Remote fAccess -~ RHemote Help [x1 MS Cloud Search
[x]1 MS Maps and Location Services [x] MS News, Weather and Ads

[ < Back 1 DEEEEE [ cancel 1
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3. Windows 10/11 Privacy Enablement Center pages
3.3. Privacy Enablement Center Installation Page

After successful installation, a message similar to Emergency Boot Kit version 1.7 (64-bit UEFI)
one shown on the screenshot will be displayed.

Registered to: User Mame
Email: usernanefexample . con

Privacy Enablement Center
Windows 10-11 was politely asked to phone home less
(via registry settings).
Installation of privacy enhancing DNS proxy was
conmpleted successfully.
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3. Windows 10/11 Privacy Enablement Center pages

3.4. Types of Windows 10/11 network activity which can be blocked by DNS proxy

3.4. Types of Windows 10/11 network activity which can be blocked by DNS proxy
Windows builtins:

o Telemetry

¢ Windows Update

o MS Defender and SmartScreen
¢ Cloud Logon & MDM Enrollment
¢ Windows Push Noatifications
* Windows Store
e Parental Control
e MS Licensing

Separate products:

¢ Cortana and Speech API
e XBox, Zune and Groove
¢ Cloud Graphics Apps

e MS Edge

e MS Wallet

e Skype

¢ OneDrive

¢ MS Office 365

Miscellaneous:

Remote Access / Remote Help
MS Cloud Search

MS Maps and Location Services
MS News, Weather and Ads

e o o o

If you tick all checkboxes within this option, this will make Windows 10/11 stop phoning home completely. That is, you can make Windows 10/11
completely quiet on the Internet — if you want to. This was confirmed in our traffic recording experiments.
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3. Windows 10/11 Privacy Enablement Center pages

3.5. Changing Privacy Enhancing DNS Proxy options from inside of Windows

All Control Panel ltems

<

Adjust your computer's settings

3.5. Changing Privacy Enhancing DNS
Proxy options from inside of Windows

™ [%] > Control Panel > All Control Panel ltems s () Search Control Panel pel

If you later change your mind about what types of
Windows Internet activity should be blocked, e.g. you
decide to install Skype, then you can update these
settings through Control Panel using "Privacy

View by: Large icons ~ %

i " o ) Back d Rest € . . .
Enhancing DNS Proxy" applet. W] AutoPlay 3 (\:finl;zviZ?) estore % pittckes Difve Exiciyption
:,?I Color Management @F Credential Manager ‘“ Date and Time
Default Programs .'5, Device Manager %r Devices and Printers
@, Ease of Access Center File Explorer Options & File History
A Fonts f;’/ Indexing Options ‘?:} Internet Options
Network and Shari
~. Keyboard «Z» Mouse l:’..' C:n\t’:l)’r an aring
s~ Privacy Enhancing DNS

Phone and Modem

Programs and Features

rixl- ,‘.

Power Options

d

Recovery

Proxy

ﬂ Region
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3. Windows 10/11 Privacy Enablement Center pages
3.5. Changing Privacy Enhancing DNS Proxy options from inside of Windows

Here is how Privacy Enhancing DNS Proxy options
can be changed from inside of Windows.

Privacy Enhancing DNS Proxy Options

Types of Internet activity to block:

Windows builtins

Windows Update

MS Defender and SmartScreen
) cloud Logon & MDM Enroliment
B windows Push Notifications
Windows Store

Parental Control

M3 Licensing

Miscellaneous

Remote Access / Remote Help
MS Maps and Location Services

OK

Separate products

Cortana and Speech API
}{Bux, Zune and Groove
Cloud Graphics Apps

MS Edge

MS Wallet

Skype

OneDrive

MS Office 365

MS Cloud Search
MS News, Weather and Ads

Cancel

10
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3. Windows 10/11 Privacy Enablement Center pages
3.6. Privacy Enablement Center Maintenance Page

3.6. Privacy Enablement Center
Maintenance Page

If you run EmBootKit Privacy Enablement Center
again after the installation of Privacy Enhancing DNS
Proxy, a choice between two options will be
presented:

1. Change settings
2. Uninstall

Emergency Boot Kit version 1.7 (64-bit UEFI)

Registered to: User Mame

Email:

username@example.com

Windows 10-11 Privacy Enablement Center: Maintenance

Currently installed version of Privacy Enhancing DNS Proxy: 1.0

Uninstall >

[ < Back 1 [ Cancel 1
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3. Windows 10/11 Privacy Enablement Center pages
3.7. Changing Privacy Enhancing DNS Proxy settings from outside of Windows

3.7. Changing Privacy Enhancing DNS
Proxy settings from outside of Windows

Here is how Privacy Enhancing DNS Proxy settings
can be changed from outside of Windows.

Click Next> button to continue.

Emergency Boot Kit version 1.7 (64-bit UEFI)

Registered to: User Mame

Email:

username@example.com

[x1
[x1
[x]
[x]
[x]
[x]
[x1
[ 1

Windows builtins

Types of Internet activity to block:

Telemetry

Windows Update

M5 Defender and SmartScreen
Cloud Logon & MDM Enrollment
Windows Push Notificatiom
Windows Store

Parental Control

MS Licensing

Privacy Enhancing DNS Proxy Settings

[x1
[x1
[x1]
[x1]
[x1]
[x1]
[x1
[x1

- Separate products

Cortana and Speech API
XBox, Zune and Groove
Cloud Graphics Apps
M5 Edge

M5 Wallet

Skype

Onelrive

MS Office 365

[x1

r Miscel laneous

Remote Access ~ Remote Help

[x]1 M3 Maps and Location Services

[x1
[x1]

M5 Cloud Search
MS News, Weather and Ads

[ < Back 1

DEESEE [ Cancel 1
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3. Windows 10/11 Privacy Enablement Center pages

3.7. Changing Privacy Enhancing DNS Proxy settings from outside of Windows

After successful change of settings from outside of
Windows, a message like this will be displayed.

Emergency Boot Kit version 1.7 (64-bit UEFI)

Registered to: User Mame
Email: usernanefexample . con

Privacy Enablement Center
Changed settings were saved successfully.
[ Finish 1

13
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3. Windows 10/11 Privacy Enablement Center pages
3.8. Uninstall Privacy Enablement Center

3.8. Uninstall Privacy Enablement Center Emergency Boot Kit version 1.7 (64-bit UEFD)

Registered to: User Mame
Email: usernanefexample . con

If you later decide that you no longer need Privacy
Enhancing DNS Proxy, you can reach uninstallation
page via the maintenance page.

Windows 10-11 Privacy Enablement Center: Maintenance

Currently installed version of Privacy Enhancing DNS Proxy: 1.0

[ Chanie settinis > 1

[ < Back 1 [ Cancel 1
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3. Windows 10/11 Privacy Enablement Center pages
3.8. Uninstall Privacy Enablement Center

Uninstallation options page looks like this.

Click Next> button to continue.

Emergency Boot Kit version 1.7 (64-bit UEFI)

Registered to: User Mame

Email:

username@example.com

Windows 10-11 Privacy Enablement Center: Uninstall

[x]1 Uninstall Privacy Enhancing DNS Proxy which can selectively block
various types of potentially unwanted Windows network activity.

[x] Mo longer ask Windows 10-11 to phone home less.
All privacy-related settings in the Windows Registry will be reverted
to their defaults.

[ < Back 1 [DEESEE [ cancel 1
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3. Windows 10/11 Privacy Enablement Center pages
3.8. Uninstall Privacy Enablement Center

After the uninstallation, message like this will be Emergency Boot Kit version 1.7 (64-bit UEFI)
displayed.

Registered to: User Mame
Email: usernanefexample . con

To exit EmBootKit Windows 10/11 Privacy

Enablement Center, press Enter or click the Finish
button.

Privacy Enablement Center
Uninstallation of privacy enhancing DNS proxy was
completed successfully.

Windows is no longer asked to phone home less (uia
registry settings). All privacy-related registry settings
uere reverted to their defaults.
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